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Overview
CTIntegrators’ intentions for publishing an Acceptable Use Policy are not to impose restrictions that are contrary to
established culture of openness, trust and integrity, but provide guidelines for use with our cloud based services
collectively called “Business Freedom”. CTIntegrators is committed to protecting Your Company, employees and our
partners from illegal or damaging actions by individuals, either knowingly or unknowingly.

Purpose
The purpose of this policy is to outline the acceptable use of the Elevate Hosted Unified Communications system or
Business Freedom Cloud solution, software and equipment at Your Company. These rules are in place to protect your
employees and Your Company. Inappropriate use exposes Your Company to risks including virus attacks, compromise
of network systems and services, and legal issues.

Scope
This policy applies to the use of information, electronic and computing devices, and network resources to conduct
Your Company business that interacts with our cloud based networks, communications systems and business
systems. All employees, contractors, consultants, temporary, and other workers at Your Company and its subsidiaries
are responsible for exercising good judgment regarding appropriate use of information, electronic devices, and
network resources in accordance with Your Company policies and standards, and local laws and regulation.

This policy applies to all workers at Your Company, including all personnel affiliated with third parties.

1.0 General Use and Ownership
1.1 - Your Company’s proprietary information may be stored on CTIntegrators cloud services, but remains the sole
property of Your Company.  You must ensure through legal or technical means that proprietary information is
protected in accordance with modern Data Protection Standards. (CIS, PCI, NIST 800-171, or CMMC)
1.2 - You have a responsibility to promptly report the theft, loss or unauthorized disclosure of Your Company
proprietary information.
1.3 - For security and network maintenance purposes, trained, authorized individuals within Your Company may
monitor certain cloud services, systems and network traffic at any time, per CTIntegrators Audit Policy.
1.4 - CTIntegrators reserves the right to audit Your Company’s activities on our remote networks and systems on a
periodic basis to ensure data integrity and compliance with this policy.
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2.0 Use of the Services
2.1 Business Use; Call Centers.
a. Business Use. You will use the Services predominantly and primarily

for Your own internal business, non-personal use. You will not allow
any third party, including Your vendors and service providers, to
access or use the Services. For the avoidance of doubt, You agree that
You will not use the Services for residential purposes.

b. Call Centers. The Service can be used for call center purposes where
calls are primarily of an inbound nature and the system is being used
in conjunction with Intermedia solutions where appropriate Contact
Center licenses are purchased for this purpose. You may not use the
Services for any call center solutions in which CTIntegrators, Inc.
Services’ Service lines are being used for a high rate of outbound calls
and/or calls which are primarily of a short duration –characteristics
which are typically seen when employing the use of an outbound
dialer application. Intermedia's services assume normal business
usage which, for this service, means that the average call duration is
greater than or equal to one (1) minute. If a customer’s average call
duration is less than one (1) minute during any month, a surcharge
will be applied to all usage during that month.

2.2 Restricted Activities. You will not use the Services: (a) to harvest,
collect, gather or assemble information or data regarding other users,
including telephone numbers or e-mail addresses, without their consent;
(b) for communications that are unlawful, harassing, libelous, abusive,
harassing, tortious, defamatory, threatening, harmful, invasive of privacy,
vulgar, pornographic, obscene or otherwise objectionable in any way or
that are harmful to minors in any way under the law or otherwise; (c) to
transmit or knowingly to accept any material or communications that may
infringe the intellectual property rights or other rights of third parties,
including, but not limited to, trademark, copyright, patent or right of
publicity; (d) to transmit or knowingly to accept any material or
communication that contains software viruses or other harmful or
deleterious computer codes, files or programs such as, but not limited to,
Trojan horses, worms, time bombs or cancelbots; (e) to interfere with,
disrupt, attempt to interfere with or disrupt computer servers or networks
connected to the Services or violate the regulations, policies or procedures
of such networks; (f) to attempt to gain unauthorized access to or to gain
access to the Services, other accounts, computer systems or networks
connected to the Services, through password mining or any other means;
(g) to harass or to interfere with another user’s use and enjoyment of the
Services; (h) unlawfully record conversations in violation of applicable law;
(i) to make calls that are not between individuals (e.g., automated calls are
not permitted); or (j) in a manner deemed by CTIntegrators, Inc. Services
to be inappropriate. You may not access the Services for purposes of
monitoring their performance, availability, or functionality, or for any
other benchmarking or competitive purposes, without CTIntegrators, Inc.
Services’ prior written consent. You may not access the Services if you are
a direct competitor of CTIntegrators, Inc. Services, without CTIntegrators,
Inc. Services’ prior written consent pursuant to a separate written
agreement.

2.3 No Resale. Services are for your use and not third parties, and you are
prohibited from intermingling traffic. Except as set forth in the following
sentence, You shall not resell the Services and doing so constitutes an
abusive practice subjecting Your Company to immediate termination of all
Schedule’s and Services. You acknowledge and agree that in order to resell
the Services You must enter into a separate written agreement with
CTIntegrators, Inc. and that reselling the Services may require regulatory
approvals.

2.4 Fraud. It is the express intention of the parties that Your Company, and
not CTIntegrators, Inc., will bear the risk of loss arising from any
unauthorized or fraudulent usage of Services provided under this Schedule.
CTIntegrators, Inc. reserves the right, but is not required, to take any and
all action it deems appropriate (including blocking access to particular
calling numbers or geographic areas) to prevent or terminate any fraud or
abuse in connection with the Services, or any use thereof; provided,
however, that any such action will be consistent with applicable federal,
state and local laws, rules, and regulations and provided further that the
failure to take any such action will not limit Your Company’s responsibility
for all usage of the Services.

2.5 Call Recording Features. Notwithstanding any other applicable
provisions or prohibitions of use set forth in this Schedule or the MSA, You
agree and acknowledge that the laws regarding the notice, notification, and
consent requirements applicable to the recording of conversations vary
between federal and state jurisdictions, and between state jurisdictions,
and locally. You agree that Your Company is solely responsible for
complying with all federal, state, and local laws in any relevant jurisdiction
when using call recording features. If you use call recording features from
outside the United States (note that use of the Services from outside the
United States or Canada would constitute a violation of Section 1.1 of this
Schedule), or if a party to the call is located outside the United States, You
must also abide by all applicable international laws, rules and regulations.

CTIntegrators, Inc. and CTIntegrators, Inc. Parties expressly disclaim all
liability with respect to Your Company’s recording of conversations. You
hereby release and agree to hold harmless CTIntegrators, Inc. and
CTIntegrators, Inc. Parties from and against any damages or liabilities of any
kind related to the recording of any telephone conversations using the
Services. You should carefully review your particular circumstances when
deciding whether to use the recording features of the Service, and it is your
responsibility to determine if, and under what conditions, the electronic
recordings are legal under applicable federal, state or local laws.
CTIntegrators, Inc. CTIntegrators, Inc. Parties are not responsible for any
misinterpretation, lack of understanding or lack of knowledge regarding
the use of electronic recordings or the use of its products by any User,
whether legal or illegal. The call recording feature is intended for single
person use only. CTIntegrators, Inc. reserves the right to disconnect or
modify your service plan if CTIntegrators, Inc. determines, in its sole and
absolute discretion, that Your Company’s usage of this feature is
inconsistent with, or in excess of, normal usage patterns of other users of
the Services.

3. Policy Compliance
3.1 Compliance Measurement - The CTIntegrators team will verify
compliance to this policy through various methods, including but not
limited to, business tool reports, external audits and feedback to the policy
owner.
3.2 Exceptions - Any exception to the policy must be approved by the
CTIntegrators team in advance.
3.3 Non-Compliance - Any company found to have violated this policy may
be subject to legal action, or contract termination and loss of services
provided.
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4.1 Your Data and Privacy.
4.2 CTIntegrators, Inc. does not own any of Your Data unless otherwise
stated by CTIntegrators, Inc. Except as set forth herein, in the MSA or in
CTIntegrators Privacy Policy or as otherwise required by Applicable Law,
CTIntegrators, Inc. will not monitor, edit, or disclose any information
regarding Your Company or Your Account, including any Data, without
your prior permission. CTIntegrators, Inc. may use or disclose such
information, including Data, to enforce this Schedule, to provide, support
and bill for Services (including disclosure to the Agent and other third-
party vendors and contractors), to respond to or monitor technical issues
with the Services, for compliance purposes with CTIntegrators, Inc.
vendors, to protect CTIntegrators, Inc. rights or property, and to protect
against potentially fraudulent, abusive or unlawful use of the Services. In
addition, CTIntegrators, Inc. may provide certain user registration and
statistical information such as usage or user traffic patterns in aggregate
form to third parties, but such information will not include any identifying
information. You, not CTIntegrators, Inc., will have sole responsibility for
the accuracy, quality, integrity, legality, reliability, appropriateness and
copyright of all Data and, except as provided for herein, CTIntegrators, Inc.
will not be responsible or liable for the deletion, correction, destruction,
damage, loss or failure to store any Data. You understand and agree that it
will be your sole obligation to take, and that Your Company will take, all
measures necessary to protect Your Data, including, without limitation,
the timely backup of all Data on one or more systems that operate
independently from any system associated with these Services.

4.1 In providing the Services, CTIntegrators, Inc. collects and maintains
certain Data, known as customer proprietary network information
("CPNI"). This includes information that relates to the quantity, technical
configuration, type, destination, location and amount of use of Services to
which You subscribe. Your telephone numbers, name and address are not
CPNI. CTIntegrators, Inc. may use CPNI without your consent to provide
the Services, for billing and collection purposes, to protect CTIntegrators,
Inc. rights or property or to protect users from fraudulent, abusive or
unlawful use of the Services, to inbound telemarketing services for the
duration of the call, or as required or permitted by law. CTIntegrators, Inc.
may also use CPNI to offer additional services of the type that you already
purchase. CTIntegrators, Inc. does not sell, trade or share Your CPNI with
any CTIntegrators, Inc. affiliates or any third parties for marketing
purposes, unless you authorize such use.

5.1 CALEA. CTIntegrators, Inc. intends to fully comply with the
Communications Assistance for Law Enforcement Act (“CALEA”) and similar
laws. By using the Service, You hereby agree and consent to CTIntegrators,
Inc. right, pursuant to lawful request by law enforcement or any
Governmental Authority, to monitor and otherwise disclose the nature and
content of your communications if and as required by CALEA or any other
law, without any further notice to you.

The Services do not support Operator-assisted calls, including but not
limited to any and all types of collect calls. In addition, the Services do not
support 900 calls of any type or 10-10 dialing. You acknowledge that any
failure of attempted 900, Operator-assisted, or 10-10 calls is not grounds
for any service credit, any other form of liability on the party of Intermedia
or any of its affiliates (including without limitation CTIntegrators, Inc.), or
termination of service by you.
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